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       E-SAFETY POLICY 

 
 
Introduction 
 
Whilst IT is both extremely exciting and highly beneficial to all students at Brookfield 
School, it is important that all users are made aware of the range of risks associated 
with the use of Internet technologies. 
 
At Brookfield we understand the responsibility to educate our students on e-safety 
issues; teaching them the appropriate skills, knowledge and understanding to enable 
them to remain safe when using the Internet and other related technologies, in and 
beyond the context of the classroom. This policy, supported by the school’s Teaching 
and Learning policy, Behaviour & Safeguarding Policies and the Acceptable Use 
Agreements for staff and students, is to protect the interests and safety of the whole 
school community. The E-Safety Policy and school monitoring of computer based 
activities is the responsibility of the E-Safety representative, reporting to the IT Strategy 
Group. 
 
Whole School responsibilities for e-safety 
 
Within the school all members of staff and students are responsible for e-safety, 
responsibilities for each group include: 
 
Students 

• Participating in and gaining an understanding of e-safety issues and the safe 
responses from e-safety training sessions 

• Compliance with the Student Acceptable Use Policy (AUP) which students 
agree to each time they use school IT equipment either in the school or 
remotely 

• Reporting any e-safety issue to the teacher, tutor, House Leader, parent or by 
use the alert button on the website 

• Taking responsibility for their own actions using the internet and 
communications technologies including, but not limited to, social media 

• Take ownership to ensure students are aware of latest specific issues, such as 
gaming and social media 

 
All Staff and Governors 
 

• Have a clear understanding of e-safety issues and the required actions from e-
safety training sessions 

• Reporting any e-safety issues as soon as the issue is detected. 
• Compliance with the Staff Acceptable Use Policy (AUP) which staff agree to 

each time they use school IT equipment either in the school or remotely. When 



connecting remotely staff must only use secure systems / networks and not 
use free wifi or hotspots 

• Ensuring students are aware of the latest e-Safety issues, such as new 
legislation 

• Have a responsibility to understand the potential impact of their own use of 
social media and other internet practices that may conflict with their 
professional reputation or the reputation of the school (Staff Code of 
Conduct) 

 
Tutor, E-Safety Representative & Pastoral Staff 
 

• Use Personal Development time to establish the current concerns and issues 
facing our students, as laid out in the PD programme 

• Respond appropriately to any concerns regarding student use of IT that 
become apparent through day-to-day teaching and/or pastoral activities 

 
Computer Studies Teaching Staff 
 

• Educating students on e-safety through specific e-safety training sessions and 
re-enforcing this training in the day to day use of IT in the classroom. 

 
IT Support Team 
 

• Ensure that the best technological solutions are in place to ensure e-safety 
• Work with the IT Strategy Group to advise on e-safety and acceptable use 

policies. 
• Monitor the technology systems that track student and staff IT use to detect 

breaches of the Acceptable Use Policy 
• Ensure that any breaches of the above are shared securely with appropriate 

members of staff only 
 
IT Strategy Group 
 

• Lead the development of the e-safety education programme for students, 
staff and parents 



 
How the school ensures e-safety in the classroom 
 
 
Educating students in e-safety 
 
Brookfield provides opportunities within a range of curriculum areas to teach about 
e-safety. Educating students on the dangers of technologies that may be 
encountered outside school is done both formally (in Computer Studies, Personal 
Development & PHSE lessons) and informally when opportunities arise. 
 
Students are taught to critically evaluate materials and learn good searching skills 
through cross-curricular teacher models, discussions and via the Computer Studies 
curriculum. Students will receive specific e-safety lessons aimed at ensuring that: 
 

• Students know the e-safety risks that exist and how to identify when they are 
at risk 

• Students know how to mitigate against e-safety risks by using e-safety 
practices whilst online 

• Students know when, how and to whom they should report instances where 
their e-safety may have been compromised 

• Students know that they are in an environment that encourages them to 
report e-safety issues without risk of reprimand, humiliation or embarrassment 

 
In addition to this specific training all members of staff will have a duty to reinforce e-
safety practices wherever possible and will offer students advice and support in the 
classroom where minor e-safety incidents have occurred. 
 
E-Safety education information will have high visibility in all areas of the school. 
 
 
Acceptable Use Policy 
 
All school members both students, staff and parents must accept an Acceptable Use 
Policy (AUP) before they can use school IT systems. This includes the use of school 
systems both internally and remotely. With respect to e-safety, the AUP details: 
 

• The user responsibilities 
• Activities which are appropriate and inappropriate 
• Best practice guidelines 
• How the school will monitor e-safety  
• What information is collected 

 
 
How e-safety is monitored 
 
The IT Strategy group are responsible for the setting of the E-Safety policy and 
monitoring of school systems & procedures, enabling students to remain safe whilst 
on line. 
 
The IT Support Team will actively monitor student IT activity using a monitoring system 
that can flag potential e-safety issues. 
 
The IT Support Team will periodically review internet usage to track any websites that 
could potentially present an e-safety issue. 
 



The Business Manager will periodically review the E-Safety logs to monitor the 
effective use of systems and to look at ways of improving the e-safety of all users. 
 
Teaching staff are able to actively monitor student IT and internet use in the IT 
classroom. 
 
 
How technology is used to ensure e-safety 
 
The school will employ many different technologies to help to ensure e-safety for all 
the school members; 
 
The school will use internet filtering to block inappropriate content and in addition 
block websites that are irrelevant to the student’s programme of study. 
 
The school uses a system that tracks all activity on the school’s computers and 
network. 
 
This system automatically flags potential breaches, which are investigated by an 
appropriate member of the SLT. 
 
At Brookfield we ensure that all students have supervised access to the Internet. See 
Acceptable Use Policy for more information. 
 
If members of the community wish to use the internet at Brookfield then they will be 
asked to read the Acceptable Use Policy within school. We will maintain a current 
record of all staff and students who are granted access to school IT systems. 
 
 
E-Mail 
 
Staff and students are provided with an individual e-mail account within the school’s 
system. All users must immediately tell the IT Support team or a teacher if they receive 
an offensive e-mail.  
 
In e-mail communication, users must not reveal their personal details or those of 
others; or arrange to meet anyone who they don’t know. 
 
 
Publishing student’s images and work 
 
Written permission from parents or carers, regarding the use of photographs and 
students’ work, will be obtained  
 
Students’ full names will not be used anywhere, particularly in association with 
photographs.  
 
 
 
Social networking and personal publishing 
 
All students are unable to access most social networking sites as they are blocked by 
the school’s monitoring system. All students are advised never to give out personal 
details of any kind that may identify them, their friends or their location. 



 
 
Managing video conferencing and webcam use 
 
All use of video conferencing and webcams by students / parents will be 
appropriately supervised. All video conferencing will be carried out through the 
school system to ensure safety and security. 
 
 
Managing emerging technologies 
 
Emerging technologies will be examined for educational benefit and an assessment 
of their appropriateness will be carried out before being used in school. 
 
 
Working with parents and the community 
 
Most students have access to IT and the internet at home, often without the 
safeguards that are present within the school environment. Therefore, parents are 
encouraged to be extra vigilant about their child’s e-safety at home. 
 
One of the goals of the school is to support the parent’s role in providing an e-safe 
environment for their children to work in outside the school. 
 
The school will do this in several ways; 
 

• Administer questionnaires or surveys to help parents to understand their levels 
of knowledge and identify areas of need 

• If appropriate, provide CPD opportunities for parents to support their specific 
areas of need 

• Publish e-safety information and direct parents to external e-safety advisories 
via the school website 

 
 
Related Policies 
 
 

• Acceptable Use Policy for staff and students  
• CCTV Policy 
• Data Protection Policy 
• Child Protection Policy 
• Keeping Children Safe in Education 

 
 
 
 
Appendix 1 – Internet Security Practice 
 
To be added 
 
 
Appendix 2 – Staff Acceptable Use Policy 
 
This policy serves as a guide to what is and is not acceptable when using the computer 
systems and software within the school. 



The policy is in place for the benefit and safety of all users of the network and to help 
keep the computer systems in good working order. 

The rules below are not exhaustive and simply give examples of how members of the 
school should ensure that they use equipment in the right spirit. 

During the process of logging on to the school equipment you are reminded of this policy 
and by continuing to log on it is deemed that you have read, understood and accepted 
this policy. 

Disregarding the rules and general abuse of the system is taken seriously and will result in 
disciplinary action. 

You must not: 

• Download, print, send, save or display offensive, abusive or inappropriate 
messages, pictures or websites. If any such material accidentally appears, you must 
inform the ICT Support Team immediately. 

• Under any circumstances, accept or encourage friendship requests from students. 
The Governing Body of the school requires all employees to maintain high 
standards of conduct. It is strongly recommended, for your own protection, that 
you adopt this position even when using your own equipment. 

• Use, or allow students to use, chat rooms or messaging services, play online games, 
listen to Internet radio, watch online videos or visit social networking sites 
(Facebook, etc) unless for the purposes of school work. 

• Use personal email services in school, except for schoolwork and appropriate 
professional business use during the working day. 

• Open an unidentified email attachment. If in doubt, ask the ICT Support Team. 
• Download programs or games from the Internet. You must not run any program 

that has not been installed or provided by the ICT Support Team, regardless of what 
it is for. Attempting to install any computer program is not permitted. Requests for 
software must go via the ICT Support Team. 

• Install or connect hardware to the school network, except for staff laptops, without 
the permission of the ICT Support Team. 

• Purchase or plan purchases over the school Internet link. 
• Send or forward chain letters or emails. 
• Allow students to be in a computer suite at any time without the supervision of a 

member of staff. 
• Eat or drink in computer suites. 
• Waste or damage resources or equipment. You will be liable for any costs incurred. 
• Try to access parts of the system that are clearly not meant to be available to you. 

This is classed as hacking and is a criminal offence which will be severely dealt with. 
• Disclose any password or security information to anyone other than to a member of 

the ICT Support Team. 
• Store personal data on removable storage devices. The ICT Support Team can 

provide encrypted USB sticks if it is necessary for you to use removable storage 
devices. 

• Use school equipment for personal financial gain, gambling, political activity, 
advertising or any purposes that may contravene common law or be classes as 
illegal. 

• Disclose your password to anyone else or allow anyone else to use your login 
details for any reason. 



Please note: 

• All files and data held on the network will be treated as school property, including 
email. The school owns the computer network and can set rules for its use. 

• The school ICT encompasses a wide range of systems, including desktop 
computers, laptops, mobile phones, digital cameras and email. Reference to ICT 
use may include the use of personal ICT devices when used for school business. 

• All use of ICT equipment and the Internet is logged and monitored and can be 
examined by the ICT Support Team at any time if needed. 

 

Reviewed: Summer 2022, Acceptable Use Policy – For Staff, (part of the Safeguarding Policies). 

 
Appendix 3 – Student Acceptable Use Policy 
 
 
 

This policy serves as a guide to what is and is not acceptable when using the 
computer systems and software within the school. The policy is in place for the 
benefit and safety of all users of the network and to help keep the computer 
systems in good working order. 

The rules below are not exhaustive and simply give examples of how members 
of the school should ensure that they use equipment in the right spirit. 
 
During the process of logging on to the school equipment, you are reminded 
of this policy and by continuing to log on it is deemed that you have read, 
understood and accepted this policy. Disregarding these rules or general 
abuse of the system is taken seriously may result in Internet or computer 
privileges being withdrawn and may result in disciplinary action. 
 
The policy applies at all times, in and out of school hours, whilst using school 
equipment & software. 

 
1. You must not: 

a) Download, print, send, save or display offensive, abusive or 
inappropriate messages, pictures or websites. If any such material 
accidentally appears, you must inform a member of staff immediately. 

b) Use chat rooms or messaging, play online games, listen to Internet 
radio, watch online videos or visit social networking sites (Facebook, 
Instagram, Twitter, etc) unless for the purposes of schoolwork and 
instructed to do so by a member of staff. 

c) Use e-mail services during lessons, except for to access schoolwork. 
d) Open an e-mail from an unknown sender or open an unidentified e-

mail attachment. 
e) Send or forward chain e-mails. 
f) Reveal personal information, home addresses or phone numbers of 

yourself or others whilst online. 
g) Be in a computer suite at any time without the supervision of a 

member of staff. 
h) Eat or drink in computer suites. 
i) Waste or damage resources or equipment. 
j) Try to access parts of the system that are clearly not meant to be 

available to you. 
2. You must: 



a) Always keep your password secret and only ever use your own login. 
Never allow someone else to use your login details for any reason. 

b) Save files and make folders with sensible and appropriate filenames. 
c) Inform a member of staff if there is a problem with any computer 

equipment. 
d) Respect copyright and trademarks. You cannot copy material without 

giving credit to the person or company that owns it. 
e) Obtain permission from a member of staff before printing anything. 

Only schoolwork should be printed. 
f) Always ‘lock’ or log off your computer if you have to leave it 

unattended. 
3. Please note: 

a) All files held on the network will be treated as school property, 
including e-mail. The school owns the computer network and can set 
rules for its use. 

b) User areas on the school network will be closely monitored and staff 
may review your files and communications at any time without prior 
permission. 

c) All Internet access is logged and can be examined by staff if needed. 
 

Reviewed: Summer 2022, Acceptable Use Policy – For Students, (part of the Safeguarding Policies). 

 


